"Your password must meet the following requirements:
At least 1 upper case character
At least 1 lower case character
At least 1 numeric character
At least 1 of the following ! * @ # $ % ^ & + =
Between 8 and 16 characters
Password not previously used"

Suggestion: use Last Name #123  - Example: Foster#123
